Annex 2 — Criteria for an acceptable DPIA

The WP29 proposes the following criteria which data controllers can use to assess whether or not a
DPIA, or a methodology to carry out a DPIA, is sufficiently comprehensive to comply with the
GDPR:

O a systematic description of the processing is provided (Article 35(7)(a)):
O nature, scope, context and purposes of the processing are taken into account (recital
90);
personal data, recipients and period for which the personal data will be stored are
recorded;
a functional description of the processing operation is provided;
the assets on which personal data rely (hardware, software, networks, people, paper or
paper transmission channels) are identified;
compliance with approved codes of conduct is taken into account (Article 35(8));
O necessity and proportionality are assessed (Article 35(7)(b)):
measures envisaged to comply with the Regulation are determined (Article 35(7)(d)
and recital 90), taking into account:
O measures contributing to the proportionality and the necessity of the
processing on the basis of:
O specified, explicit and legitimate purpose(s) (Article 5(1)(b));
O lawfulness of processing (Article 6);
O adequate, relevant and limited to what is necessary data (Article
5(1)(©));
O limited storage duration (Article 5(1)(e));
O measures contributing to the rights of the data subjects:
information provided to the data subject (Articles 12, 13 and 14);
right of access and to data portability (Articles 15 and 20);
right to rectification and to erasure (Articles 16, 17 and 19);
right to object and to restriction of processing (Article 18, 19 and 21);
relationships with processors (Article 28);
safeguards surrounding international transfer(s) (Chapter V);
prior consultation (Article 36).
O risks to the rights and freedoms of data subjects are managed (Article 35(7)(c)):

O origin, nature, particularity and severity of the risks are appreciated (cf. recital 84) or,
more specifically, for each risk (illegitimate access, undesired modification, and
disappearance of data) from the perspective of the data subjects:

O risks sources are taken into account (recital 90);

O potential impacts to the rights and freedoms of data subjects are identified in
case of events including illegitimate access, undesired modification and
disappearance of data;

O threats that could lead to illegitimate access, undesired modification and
disappearance of data are identified;

O likelihood and severity are estimated (recital 90);

O measures envisaged to treat those risks are determined (Article 35(7)(d) and recital
90);

O interested parties are involved:

O the advice of the DPO is sought (Article 35(2));

O the views of data subjects or their representatives are sought, where appropriate
(Article 35(9)).
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